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#/sbin/iptables -I INPUT -p tcp --dport 443 -m state --state
NEW, ESTABLISHED -3j ACCEPT
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358 els (led 25 ely :Google Chrome S50 @

(3 hies//mydomain.com

This is probably not the site you are looking for!

adedls Guled 5 ely Firefox 5,5, o

gs This Connection is Untrusted

You have asked Firefox to connect securely mydomain.com but we can't confirm that your connection
is SECUrE,

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

[ Getme out of here! ]

Technical Details
parssignca.ir uses an invalid security certificate.
The certificate is only valid forwww.mydomain.com

(Error code: ssl_error_bad_cert_domain)

I Understand the Risks

25 e3ls Jled 5 ey tInternet Explorer ESYFIE
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a'-. = .:'| e htth5:.*'.*rf“ﬂ)‘d0.f“ﬂE‘iﬂ-CD‘r“ﬂ.Jr P~CXx ” (2 Certificate Error: Navigation... ‘ ‘

g) Thereis a ﬁroblem with this website's security certificate.
A

The security certificate presented by this website was issued for a different website's address. |~e=mm T ———

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.

i@ Continue to this website (not recommended).
© More information
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! Subdomain
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ola (Al Shared) asl o ansliS S1zil 4 Kos slacule b ol IP sl & 550 5

Kb 4(&;.&L.ug..))) wls SO sl 2 HTTPS 1 eslawal (gl .(.\.’,\sﬁﬂ Iy glawls 4= @ by o amin

555 0315 yawass awls Of 4 (Dedicated IP Address) ol P ol

5 ol il pde 5 Si0p K 53 HTTPS Sole oes ol -V
J§i° SS9,

S bl Sl S b s eddinlo 1S 1) et Sulo SSL alsS 4 by e S0

ol s ol Mels i b S5 & atls 45 XS o Cand (X509 5 nl) (53,1l

S Goge 3 el ol Gloyisn o Sl s b Sosse 5l eslinad s 4 Ypene S5

W‘JJﬂSSL outﬁu);p‘mbjj)@jsﬁ”ﬂjﬁﬂf
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C;“”Jhi A

u;wl&u‘,@iﬁufmyPEijj \-A

mﬂt’w@ odalin (U”S,}’“:J BE cat EISEEE AL WordPad )\f‘fﬁ) Ly J’<“:".’.\J'."ﬁ ‘i'i La ‘) QT af‘ﬁ
P p— BEGIN CERTIFICATE——— Sle L LU S e

b Al S s 1 0T il e 3 i 53 51 o & QEL PEM S w3 4 5550 3

‘ozl PEM 3
S35 Ao ok Vsens ) WS 55 OPenSSL Sissle 5 Sl eslisal b iyl By, @
23 o5t oskeip s ems asil ) Lad Olles @l o (013 5 oS 5 lapions

V.:{LML;G JJUUMSH dt.:.ﬂjj‘)é

#openssl x509 -inform der -in www.mydomain.com.cer -out
www.mydomain.com.crt

kB 5wl DER w3 3555 &S LG www.mydomain.com.cer NU gias s
Osd ol os cnl Sha fﬂ Ll PEM s 3 55 5 5 218 | www.mydomain.com.crt
/ete/httpd/ssl )58 uls 53 1y balsS S0 alad 5505 1 58 sl LU G35 sl

g M‘j}ﬂj Q)ﬂ@)j&»b«rg\s& oj:.>'5

fopenssl x509 -inform der -in /etc/httpd/ssl/www.mydomain.com.cer
-out /etc/httpd/ssl/www.mydomain.com.crt

feepd bl 5 s a S b S Jes ol e Sk 53 te9d Sy @

23 e w03 505 SIS s S Ll 655 O cpl gl emled o 5L S 5 LB il )
bl oo SIS Open weSs 55, ol ol o

JS k) asles o SIS Copy to Files 4S5 (o5, Details S o 33 03l oy 3 Y

iS'S
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\o bl Gl (S Al S e S
Certification Path
Show: [«:AJI:» -

Field Value i

D'u'ersjcn V3

DSerial number 22

DSignature algarithim shalR5A

DSignature hash algorithm shal

Ellssuer root_self_signed_test, pki, am...

D'u'alid from Sunday, October 21, 2012 10:...

[=]|valid to Saturday, August 17, 2013 10...

I-_']'?.llhin:r-l' wnana v Idemnh rmwv Idemn ~

|
| e —
l Edit Properties... !Copv to File.. !
| Learn more about certificate details
' Coc |
= T
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\$ Apache 2.x 13l 3 53 (S 2 Al S 5l sslizul (slocal

(s I8 asle) rled o SIS Next (s 5, Certificate Export Wizard o =, ;s ¥

Certificate Export Wizard @

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

ists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext,

..
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<55 Select the format you want to use s ,»> Export File Format o~ > .f

dile) @S 0 SIS NEXE (5, s 03505 il |, Base-64 encoded X.509 (.CER)

Certificate Export Wizard -
.

(s g
X

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
L (") DER encoded binary %.509 {.CER)

@ Base-64 encoded X509 (.CER)
¥ (71 Cryptographic Message Syntax Standard - PKCS £7 Certificates (.P7B)

1 Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

Learn mare about cerfificate file formats

BTN ICDY
S
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S Browse (5, PEM w3 b Lb o 03 e Ol (¢l File to Export o ey 55 0

(ﬂ)J&J:J.«.:LA) ("SZ’L""d‘&?LSNeXt X3 ‘J‘.’.b °J‘.‘.>‘>J2"“"'A.5rl" g_)l}r.:.v‘ )‘wwb&

Certificate Export Wizard ﬁ

File to Export |

r #

Spedfy the name of the file you want to export

File name:

E:Ywebsite_pem_cert.cer f

Browse, .
e
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IS asle) bl o0 SIS Finish s 5, Completing the Certificate Export Wizard o >, > %

( S
i l
Certificate Export Wizard A ﬁ
Completing the Certificate Export
Wizard
P You have successfully completed the Certificate Export
o, wizard.
— You have spedfied the following settings:
i File Mame E:'web
" Export Keys Mo
" Indude all certificates in the certification path Mo
| File Format Basead
F 1 b
|
N
P ——
—>

PEM o L Lis ol S S ﬂic,.:b‘,.a swl skasglis &S 338 o Al 56y WV

V':':LM‘-;‘ gg._JSOK 6-9)°J"-‘.".’,C)'.’.|JJ J.J.:LL;@

Certificate Export Wizard u

The export was successful,

oK
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\Q Apache 2.X )l le 5 53 (S s 7SII 2S5l ealial glasal,

P g MAS 050,908 Bl Y-A

S oskiecnds doled eslizal OPeNSSL i le 5 5l Al 5 e oo somst LIS o5l 5,08 Gl g
S e ol 5 ) e
#openssl rsa —-in mydomain.key -out mydomain nopass.key
Ll S ol by ) e A 3ld8 oS apd e anal L 5L AL s gl L
amydomain.key L VL smes 53 .48 3505 15 CSR sl s AS (gl sdd sl o315,08
mydomain_nopass.key kG .asS Sl 15 01 6315508 aual = o 45 Sl oo st IS LG
el ods Gl 315,08 OF 55 535,85 e slaml j5mus G2l b oS Cond Ll o pmt LIS LG
omtled 3l s 3 1 WOT 533 s WL (553 sla hl 51 S o gl oS el S5 w p3Y
2l e 5 il el I3 letc/httpd/ssl/ s |, mydomainkkey LG «S 5,5 53 Jle sl

D Al 55Oy 4 gt 3pd 0t s e > 55 Mydomain_nopass.key L

#Openssl rsa —-in /etc/httpd/ssl/mydomain.key -out
/etc/httpd/ssl/mydomain nopass.key
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